3ATBEPIKEHO
Haxkas JlepxaBHoi ciry:xOu Ykpainu 3
nuTaHb 6e3MeYHOCTI XapyOBUX

MPOIYKTiB Ta 3aXHUCTY CIOXKKBAYIB
« 78 »a/ers 2023 poky Ne I35~

MNOJIOXKEHHS

npo CekTop 3 NHTaHb 3aXHCTy iHopMauii
JepkaBHol cay:k0H YKpaiHH 3 NHTaHb 0e3MeYHOCTI Xap40BHX NPOAYKTIB
Ta 3aXHCTY CNOKUBAYiB

1. 3AT'AJIBHI NOJIOKEHHS

1.1. Cekrop 3 nutanb 3axucty iHdpopmanii [epxaBHOi ciyx0u YkpaiHu 3
NHUTaHb OE3MeYHOCTI XapuoBHX MPOAYKTIB Ta 3aXMCTy crnokuBadviB (naii — Cekrop) €
CaMOCTIHHHUM CTPYKTypHUM mifgpo3ainoM JlepkaBHoi ciayx0u YKpaiHH 3 NHTaHb
0e3MeyHOCT] Xap4OBUX MPOAYKTIB Ta 3aXHCTy CIIOKHBAYiB.

1.2. 'V cBoiii pisneHOCTI Cektop kepyerbess KoHcTuTyliero Ykpainu,
3aKoHaMH YKpaind, aktaMu lIpesmpenta Ykpainu i Kabinery MinicTpiB Ykpainw,
[TonoxenussMm npo JlepxkaBHy ciayx0y YKpaiHH 3 NHTaHb OE3MEYHOCTI XapYyOBHUX
MPOAYKTIB Ta 3aXUCTy CIOXHKBaYiB, 3aTBEpIKeHUM noctaHoBoto Kabinety MiHicTpiB
Vkpainu Big 02 BepecHs 2015 poky Ne 667, iHIIMMH HOPMAaTUBHO-IIPAaBOBUMH aKTaMH,
Hakazamu [lepxnpoacnoxusciyxOu Ta IlomoxenHsm mnpo Cektop (mam —
[TonoxxeHHs).

1.3. TlpuzHaueHHs, IepeBeAeHHS 1 3BIIbHEHHS 3aBigyBada CekTopy Ta iHIIMX
npauiBHUKiB  Cektopy 3aiiicHIOeTbess [onoBowo  lepKNpoAcmoXXUBCIYKOH B
YCTaHOBJIEHOMY 3aKOHOJaBCTBOM MOPSIKY.

1.4. 3aBigyBau CekTopy BHOCHTH NMPOMO3MIII MpPO 3MiHH Ta JOMOBHEHHS 0
[Tonmo>keHHs, sIKi 3aTBEPAXKYIOThCSI Haka3oM JlepKIpoACTIOKUBCITYKOH.

1.5. HisnbHicte CeKTOpY KOOPAMHYETHCS 1 CIPSAMOBYETBCS KEPIBHHLTBOM
JlepIpoACTIOXHUBCITY)KOH BiAMOBIAHO A0 PO3MOALTy 060B’A3KiB.

2.  OCHOBHI 3ABJAHHH

OcHoBHMMH 3aBnaHHIMHU CekTopy €:

2.1. Opranizaiis pobiT Ta BHKOHAHHS 3aXOJiB 3 TEXHIYHOIO 3aXHCTy
indpopmMmanii B JlepxnpoacmnoxuBcayx0i, BAMOra 00 SKUX BCTAHOBJIEHA 3aKOHAMH
Ta HOPMATHBHO-TIPABOBUMH aKTaMH 3 3aXHCTY iH(popmallii.

2.2. Opranizanis Ta KOOpAHHALisS pOOIT, NOB‘S3aHUX 13 CTBOPEHHSM,
BIPOBaDKEHHSAM, (YHKI[IOHYBaHHSM Ta MOJEPHI3aLi€l0 KOMIUIEKCHHX CHCTEM
3axuCTy iHpopMallii.

2.3. Opranizaiis Ta KOHTPOJB 3a JOTPUMAHHAM BUMOT HOPMaTHBHO-IIPaBOBUX
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aKTIB Ta OpraHi3auilfiHO-pO3NOpSAAYUX JOKyMEeHTIB Jlep)KNpOACIIOKUBCIYXOHU 3
nuraHb 3a0e3nedeHHs 3axucty iHQopMmauii B iH(opMaliiHHO-KOMYHIKaLliHUX
cucteMax JlepKIpoICIIOKUBCITY KOU.

3. OCHOBHI ® YHKIIII

OcHoBHUMH (QyHKLiIsMH CekTopy, BIANOBIIHO OO0 MOKIAAEHUX HAa HBOTO
3aBJlaHb, €:

3.1. Texniunuii 3aXUcT iHpOpMAaLil:

3.1.1. BU3HaueHHs MepemiKy BiIOMOCTEH, AKi MiJIATal0Th TEXHIYHOMY 3aXHCTY
iHbopMmariii;

3.1.2. npoBeaeHHss poOIT 3 KaTeropitoBaHHA 1 0OcTeXeHHS 00 €KTiB
iHbopMaLiifHOT MisITEHOCTI;

3.1.3. oprani3aiis Ta yyacTh B arectalii 00'ekTiB iHpOpMaIiHHOI AiSIEHOCTI Ta
o6ciryroByBaHHs 3ac00iB 3aXUCTy Ha 3a3Hau4eHUX 00’ ekTax JlepKIpoacioKUBCITYXKOu;

3.1.4. oprasi3aiist Ta y4yacTh Y IpOBeeHHi poOiT 3 BUSABIECHHs Ta OJOKyBaHHS
BUTOKY iHGpopMauii uyepe3 3aKiagHi TPHCTPOI Yy BHAUIEHHX MNPHUMIIEHHIX
JepKIIpoACIIOKUBCITY KOH;

3.1.5. po3pobieHHs 3aX0AIB 3 TEXHIYHOIO 3aXMCTy iH(opMaLii MpH criBmpani 3
IHIIMMHM yCTaHOBaMH, OpraHi3allisMHy Ta MiJMPUEMCTBAMHU.

3.2. 3abe3nevyeHHs (YHKLUIOHYBaHHS  KOMIUIEKCHMX CHCTEM  3aXHCTy
iHpopmarii:

3.2.1. opraHizaniss Ta yd4acTb y poOoTax 3i CTBOpPEHHs, BIIPOBaKEHHS,
eKCIUTyaTalii Ta MOJepHi3alil KOMIUIEKCHHX CHCTEM 3axXHCTy iHdopMalii Ha BCiX
eTamnax KUTTEBOTO UKITY 1H(hOpMaIiifHO-KOMYHIKaIiHOT CHUCTEMH
JepKIpoIcoXUBCITY KOH;

3.2.2. MOHITOPHHT Ta peecTpallis MOpYLIeHb MONITUKU Oe3nekHu iHbopMmalii B
aBTOMAaTHU30BaHUX cucTeMax JlepKnpoacnoxxuBcIykou;

3.2.3. maroToBka MpOEKTIB Haka3iB JlepKMpoACIOKUBCITYKOU IION0 HAJAHHS
BIAMOBIJAJILHUM 0co0aM ImpaBa BHKOPHUCTAHHA KBali()iKOBAHOIO €JIEKTPOHHOIO
MIAMKICY.

3.3. 3abesneuenHs kibepOe3sneku, kibep3axucty Ta Oe3nexu iH(opMarifHHX
TEXHOJIOTiH B iHQopMaliiiHuX, KOMyHIKalliHHUX Ta iH(opMaliiiHO-KOMYHIKaLIHHUX
cHUCTeMax:

3.3.1. po3pobneHHsT BHYTPIIIHBOBIZOMYMX HOPMATHBHUX JOKYMEHTIB IIOJO
Oe3nexd iHGOpMaIiitHIX ciucTeM JlepKIpoACTIOKHUBCITYKOH;

3.3.2. po3rIs Ta NOTOPKEHHS MPOEKTIB iHPOpMaLiHHMX, KOMYHIKaLlIHHUX Ta
iHpOpMaLiHHO-KOMYHIKal[iIHHMX CHCTEM B 4YaCTHHI, IO CTOCYEThCH 3aXHCTY
iHbopMarlii;

3.3.3. yuacTh y po3poOJieHHI Ta Y3rOJKeHHI TEXHIYHMX 3aBIaHb Ta BHMOT i3
3axMcTy iHQopMamlii IS CTBOpeHHSA IHQOpPMAIiHHMX, KOMYHIKAallHHUX Ta
iHpopMaIlifHO-KOMYHIKaIIHHKX cHCTeM JlepKIpOACTIOKUBCITY KOH;

3.3.4. po3po0JieHHsT Ta BIPOBAPKEHHS OpraHi3allifHO-TeXHIYHUX 3aXOJiB
3aXHCTY pecypciB iH(popManifHO-KOMYHIKAI[ifHUX CHCTEM BiJ HECAaHKI[iIOHOBaHOTO
JOCTYITY 1 KOHTPOJIb 32 X BUKOHAHHIM;
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3.3.5. nocnimkenHs TexHonorii o6pobneHHs iHdopmauii B iHpopMaliiiHO-
KOMyHIKalliIkHMX CUCTEMaX 3 MeETOK BHSBJIEHHS MOJMIIMBHX KaHAIIB BHTOKY
iHpopmanii Ta iHmMX 3arpo3 s Oe3meku iHGopMalii, pPo3pobiIeHHS 3axXOjiB,
CIpSIMOBaHUX Ha peaiizalilo NojiTUKU O6e3nexku iHpopMallii;

3.3.6. yqacts y po3poOui Ta peanizamii moJiTHKH Oe3meku iHdopmariii B
iHpopMaLifHO-KOMYHIKaliHHUX cucTeMax JlepKIpoaCcoKUBCITYkOH;

3.3.7. MOHITOPMHI JiiH KOpHCTyBadiB B iH(poOpMaliiHO-KOMYyHiKaIliHHHX
cucreMax JlepXXpoACTIOKUBCITYKOH;

3.3.8. BOpoOBa)KEHH, CYMPOBOMKEHHS Ta KOHTPOJb 3a (YHKIIOHYBaHHAM
CHCTEMH aHTUBIPYCHOTO 3aXUCTY iH(opmalii.

3.4. HamanHsa  KOHCyJbTal[iiHOI  JONMOMOrM  MpalliBHUKaM  amapary
JepxnpoacnoxuBcinyxOu, il TepUTOpiaJIbHUX OpraHiB, a TaKOX IiJIMPHEMCTB,
yCTAaHOB  Ta  Opradizamiif, 1o  Hamexarb 10 cdepd  YIpPaBIiHHA
JlepXnpoAcTIOXXKUBCITYKOH, 3 MUTaHb, IO HaJeXaThb 10 KoMreTeHIlii Cekropy:

3.4.1. HamaHHA METOAWYHOI, MPAKTUYHOI Ta KOHCYJBTALIMHOI JOMOMOTH
MpaliBHUKAM CTPYKTYPHUX MiApo3diniB amapaty JlepXXmpoAcmoXuBCIyXO0H, i
TEPUTOpIAJIbHUX OpraHiB, a TaKOX IiANMPHEMCTB, YCTAHOB Ta OpraHi3zaiii, o
Hajexartb 10 cepu ynpaBiiHHA JepKIPOACTIOKMBCIYXOH, 3 MUTaHb, IO HAJEKATh
no komneteHuii Cextopy;

3.4.2. po3rnaa, HagaHHA Ta/abo B3ATTA y4YacTi B pO3TJIAAi Ta HaJlaHHI BiAMOBiIei
Ha 3asABH, 3BEpHEHHS, 3allUTH Ta JIUCTH IOPHAWYHHX, (i3MYHUX OCi0 3 MHUTaHb, IO
HaJIexaTh 40 KoMrieTeHuii CexTopy.

3.5. BuKoOHaHHS BIANMOBIAHO OO 3aKOHOJABCTBA 3aXOMiB, IIOB’SA3aHHX 3
pobOTOI0 CaMOCTIHUX CTPYKTYPHHX MiAPO3ALIiB anapaTy JepKIpoACIoKHBCIYXOH,
il TepUTOpiaJIbHUX OpraHiB, a TaKOX IMiJNPHEMCTB, YCTAaHOB Ta OpraHizaiii, o
HaJIeXXaThb 10 chepu ynpapiiHHA JlepKnpoacnoxuBCIy k01, a came:

3.5.1. yuacth y mnepeBipkax poOOTH CaMOCTIHHUX CTPYKTYpHHX MiJpO3/iliB
armapaty JlepXnpoacnoxUBCIyx O, 11 TEepUTOpiaIbBHUX OpraHiB, a TaKOX
HiANPUEMCTB, YCTAaHOB Ta OpraHisalii, WO Hajexats A0 cdepd yHpaBliHHA
JlepXXIpoACTIOKUBCITY XO0H, 3 MUTaHb, 110 HaJeXaTh 10 komnereHii Cekropy;

3.5.2. IliazroroBka MPOEKTIB PO3NOPATINX JIOKYMEHTIB
Jlep)XIIpOACTIOKUBCITYKOH 11040 (YHKIIOHYBaHHS Ta BIOCKOHAJIEHHS CHUCTEMH
3aXHCTy iHhopMallii.

3.6. [IlinGip, TecTyBaHHS, OLIIHKA MOMUIMBOCTI 3aCTOCYBaHHS Ta BIPOBaKEHHS
HOBITHIX amapaTHO-IPOrpaMHHX 3acobiB 3axucTy iHGopMauii B iHpopMaliiHO-
KOMYHIKaI[iHHUX cucTeMax JlepKnpoacnoXuBCIyKOu.

3.7. VYuacte y ceMiHapax Ta Hapajax, fKi NPOBOIATHCSA YIOBHOBA)XEHHMH
JepXKaBHUMH OpraHaMH 3 IMMTaHb 3aXUCTy iHpopMarlii.

3.8. BrpoBamkeHHS Oprai3alifHO-TEXHIYHHX Ta amnapaTHUX 3acobiB i
po0OTH 3 MOKyMEHTaMH, LI0 MaloTh oOMexeHW# nocTyn, abo HOKYMEHTIB s
cy»00BOro KOPUCTYBAHHS Ta X CYIPOBOPKEHHS B Mexkax KommereHLii CekTopy

4. TIPABA CEKTOPY

Bukonyroun Bume3a3zHadyeHi ¢yHkiii, CekTop Mae npaBo:
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4.1. OpnepxyBaTu B yCTaHOBJIEHOMY TOPSIKY BiJl CAMOCTIHHUX CTPYKTYPHHX
HiAPO3AUIB anapary JlepKInpoacnoXuBCiyk0u, ii TepUTOpiaIbHUX OpTraHiB, a TAaKOX
HiANPUEMCTB, YCTAHOB Ta Oprasisaiiif, 0 HajlexaTb 10 cdepH yIpaBliHHA
JlepKIpoACIOKUBCITYXKOH, BIIOMOCTI, JOKYMEHTH Ta iHIII MaTepiand, HeoOXiaHi ais
BUKOHaHHA QyHKLiH CekTopy.

4.2. BuKOpHCTOBYBaTH HasBHy iH(MOpMaliliHy Ta MaTepiabHO-TEXHIYHY 6a3zy
JlepKIpOACTIOKUBCITY)KOH B Me)XKaX OCHOBHHUX 3aBJIaHb Ta (PyHKIIiH.

4.3. IndopmyBaTu KepiBHUUTBO JlepKIIPOACTIOKHBCIYXOHU y pa3i MOKIaJAeHHS
Ha CekTop 3aBAaHb y BHIaJKaX, KOJIH BiJIOBiJHI CAMOCTiiHI CTPYKTYpHi MiJpo3aijiu
anapaty Jlep>XIpoacroXuBCITyX0H, 11 TEpUTOpiaIbHI OPTraHy, a TAKOX ITiJIPUEMCTBA,
YCTaHOBM Ta  Opradizauniii, 1mo  HajexaTh A0 cdepd  ympaBliHHS
JlepXpoaACOKUBCITY>KOH, HE HAAAIOTh MaTepiaiy, HeoOXiaHI A peanizalii GyHKIIiH
CekTopy.

4.4. 3a NOroJKeHHAM 3 KepiBHUUTBOM Jlepxnpoacnoxusciyxbu Opatu
y4yacTb Yy 3axofax, SIKi TpPOBOIATHCS [epXKaBHUMM OpraHaMH BHILIOTO piBHS,
MiHICTepCTBaMH i BiOMCTBaMH YKpaiHH 3 IHMTaHb, 10 HaJIEXaTh JO KOMIIETEHLIT
Cekropy.

4.5. BuHocHuTH Ha 00roBOpeHHs Konerii Ta KepiBHHLITBA
JlepKMpoACNIOKUBCITYK0H MUTAaHHS, [0 HaJleXaTh 0 KoMIeTeHIii CexTopy.

- KEPIBHHUIITBO

5.1. Cexkrop odvomoe 3aBingyBau CeKTOpy, SKHH NMPHU3HAYAETHCSA Ha IMOCaIy Ta
3BUIBHAETBCA 3 Mmocangd [ onoBoro JlepKnpoAacnoxuBciayk0Ou  BiINOBIZHO 1O
3aKOHO/1aBCTBA.

5.2. 3aBimyBau CekTOopy MNOBHHEH MaTH BHIIY OCBITY 3a OCBITHBO-
KBasipikalifHUM piBHEM Marictpa, AOCB1A poOOTH Ha mocajax IepKaBHOI CIIyXKOH
kareropiit "b" uu "B" abo nocBin ciyxOu B opraHax MiCLI€BOro CaMOBpAIyBaHHs, abo
IO0CBiI po0OTH Ha KepiBHUX TOcagax MigNPHEMCTB, YCTaHOB Ta OpraHizauii
He3aJIeXXHO BiJl JOPMH BIIACHOCTI HE MEHIIIe IBOX POKIiB, BIJIHO BOJIOAITH J€P)KaBHOIO
MOBOIO.

5.3. 3aBigyBau CekTopy B MeXaxX HaJaHUX HOMY IpaB Ta IOBHOBAXXEHb:

5.3.1. 3milicHioe  KepiBHHUTBO poboTtoro CexkTopy 1 Hece IepCOHAIbHY
BiIMIOBIAANIBHICTh 32 BUKOHAHHS MokiageHuX Ha CeKTop 3aBAaHb Ta 3/1HCHEHHS HHM
cBOIX (DyHKIIii, OpraHizoBye, 3a0e3nedye Ta KOHTPOJIIOE BUKOHaHHS B YCTaHOBJIEHI
CTPOKH JOpy4YeHb KepiBHHLTBA JlepXKIIPOACTIOXUBCIYXOH, HeCe BiANOBIAATIBHICTD 3a
CTaH BUKOHABCHKOI TucUUILIiHA Y CekTopi;

5.3.2. 6epe y4acTh y MeXax MOBHOBa)X€Hb, BU3HaueHUX LUM IlosoxeHHsAM, y
pO3MIAAi MPOEKTIB HOPMATHBHO-NIPaBOBHX AaKTiB, MIATOTOBIEHHX CaMOCTIHHUMHU
CTPYKTYPHHMH TifposaisiamMu JlepXNpoACOKUBCIYXOH, oOpraHaMu JepiKaBHOI
BJIaJIM, ¥ pa3i HeOOXiTHOCTI rOTYy€ MPOIMO3HIIii Ta 3ayBa)KEHHS;

5.3.3. mpononye nepemik oci® mis poOOTH 3 [OOKyMEHTaMH, IO MaloTh
oOMeXxeHHi TocTyr, 3abe3medye B Me)KaxX KOMITETEHIII] peasi3alilo ICHyI0OYMX BHMOT
mogo 30epexxeHHs iHopmauii 3 oOMeXeHMM AOCTYNOM BIANOBIAHO A0 3aKOHY
VYxpainu «IIpo 3axuct iHpopmauii B iHpopMaLiiiHO-KOMYHIKaLIHHUX CHCTEMAXY,
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5.3.4. BU3Hayae CTyNiHb BIANOBiATBHOCTI Ta (QYHKUIOHATBHI OOOB'SA3KM
npauiBHUKIB CekTopy, y3rokye rpadik BiAMyCTOK MpaiiBHUKIB;

5.3.5. po3pobnse 1 3mificHIOE 3axond LIOAO OpraHizamii Ta miJBUINEHHS
epexkTuBHOCTI poboTi CekTopy;

5.3.6. 3abe3nedye ponepxaHHs npaniBHUKaMid CeKTOpY MpaBHIl BHYTPIilIHEOIO
TPYJAOBOIO PO3MOPSAAKY, MPOTHIIONKEXKHO! Oe3NeKH, OXOPOHH IMpalli, palioHaIbHUMA
po3moin 00O0B’A3KiB MiX HHMMH, BXXHBa€ 3aXO[iB IIOAO MiABHIIEHHS (axoBoi
kBasti¢ikauii npauiBHukiB CekTopy.

5.4. 3a popyueHHAM KepiBHHUTBAa Jlep)KIPOIACIOKUBCIYXOH 3IilCHIOE
NPEICTABHUAITBO iHTepeciB JlepKNpoAcnoXUBCIyKOH B iHINMX OpraHax JIepXKaBHOL
BIaJM, Ha MiANPHEMCTBAX, B OpraHi3allisiX i yCTaHOBax 3 MHTaHb, IO HAJEXaTh [0
NoBHOBaXXeHb CeKTopy.

6. BIIMOBIIAJBHICTD

[IpauiBauku CekTopy HeECyTh BIAMOBIJAJIBHICTH 3TiIHO 3 YHHHUM
3aKOHOJABCTBOM, Y TOMY YHCIII [NEPCOHAJIbHY BiAMOBIIANbHICTD 3a:

HEBUKOHaHHS a00 HeHaJe)XHe BHKOHAHHSA IIOKJIQJEHHX Ha HHX IUM
[TonoXeHHSAM Ta MOCaJOBUMHU IHCTPYKIIAMH 000B’ A3KiB;

HEeIOTPUMaHHS BUMOT aHTHKOPYILIHHOTO 3aKOHOJaBCTBa,;

PO3roJIOIIEHHs BIAOMOCTEH Npo HisibHICTH JlepXmnpoacnokuBciy0u Ta ii
TEPUTOPIANBHUX OpraHiB iHGopMarlii, po3NOBCIOMHKEHHS AKOi 00OMEXYETHCS BUMOTaMH
3akony Ykpainu "IIpo 3axucT nepcoHalbHUX AaHUX";

HeJOTpPUMaHHs 3arajJlbHUX MPaBWJI €THYHOI MOBEIHKH JEP)KaBHUX CITYKOOBIIIB
Ta TOCAZOBUX OCI0 MICIIEBOr0 CcaMOBpsIYBaHHS, 3aTBEP/UKEHHMX HaKa3oM
HauionansHoro areHTcTBa YKpaiHM 3 mUTaHb JAepkaBHoi ciyxOu Big 05.08.2016
Ne 158, IlpaBus BHYTPIIIHBOTO CIIy:KOO0BOTO po3mopsaky, [IpaBun mpoTHUnoMKexHOI
OXOpOHH, TeXHIYHOI Oe3neKu;

HeHaZaHHsA abo HaJaHHA HENOCTOBIpHOI i1HGoOpMalii, BIIOMOCTEH Ta 1HIIMX
MaTepiaiB BiIOBIIHO 10 (PYHKI[IOHATEHHUX 000B’ A3KiB;

Hee()eKTHBHE BHUKOPHUCTAHHS NpOrpaMHOro 3abe3redyeHHs Ta HeHaJe)XHe
30epiraHHs TeXHiKH, 10 nepedyBa€ B IX KOPHUCTYBaHH.

7. B3AEMOBIJTHOCHUHHU TA 3B'SI3KH CEKTOPY

CexTop B3aeMoie :

3 IHIODMMM  CaMOCTIHHMMH  CTPYKTYPHMMH  Mipo3JiTaMHM  amapary
JlepKIpOACTIOKUBCITYXO0H, 11 TEpUTOpIaIbBHUMHU OpPraHaMH, a TaKOX IiIPHEMCTBAMH,
YCTAHOBAMH T4  OpraHi3alisiMd, [0 Hajexarb MO0 c(epd  yIOpaBiliHHA
JlepKIpOICTIOKUBCIYXOH, 3 MUTaHB, 0 HAeXaTh 10 KomneTeHuii Cekropy;

3 iHIIAMH OpraHaMM [Iep)KaBHOI BJIAJH 3 [TUTaHb, IO HAIEXATh JO KOMIETEHL]
Cexropy.




